Mitigate
the Impact of
GDPR Regulations
on Businesses Operating
in Europe using XcooBee
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Part 1

GDPR, a new set
of rules to protect
user data

3

The EU General Data Protection
Regulation (GDPR) is the most
significant modification in data

A.

What is GDPR?

privacy regulation in 20 years.
Replacing the Data Protection
Directive

95/46/EC,

it

is

designed to standardize data
privacy laws across Europe,
empower

EU

citizens

with

proper data protection, and
reshape the way organisations
across the region handle data
privacy.
After a four-year debate, the
law will be in full force on 25
May 2018. Failure to meet the
compliance

regulations

may

result in substantial charges
and harm to your name.
If

you

haven’t

transitioning

started

already,

now

might be a good time to do so.
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1. Stricter rules
to request user consent

B.

What are the
key changes
under GDPR
from the
previous
directive?
And how does
XcooBee can help
you meet the new
directives?

According to GDPR, ‘personal
data’ is any information related to
a natural person or Data Subject,
that can be used to directly or
indirectly identify the person.
This includes a name, photo,
email address, bank details, posts
on social networking websites,
medical information, ID numbers
and a computer IP address.
To help safeguard users when
collecting their personal data,
companies will no longer be
permitted

to

employ

difficult

to understand language when
drafting their terms and conditions.
Consent

requests

will

have

to be unambiguous, easy to
understand and with a clearly
stated

purpose.

Additionally,

users will have the right to easily
withdraw from the consent at
any time.
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How can
XcooBee assist?
XcooBee ensures that
its individual users and
companies

apply

the

consent laws into their
operations in a simple
and clear fashion.

We deliver tools, services,
and

techniques

that

put you in control of the
exchange,
and

distribution

management

your digital footprint.

of

XcooBee for Individual Users
The

XcooBee

manages

your

network
privacy

collects
consent

and
by

presenting you with a timeframe and
frequency at which your data will be
used, the type that will be collected and
processed, and its intended purpose. You
will have access to your entire consent
history so that you can withdraw at any
time, change your policy choices if
available, or launch a privacy probe.
By only utilising consent terms that
are standardized, rather than company
specific, our platform ensures that you
never face a situation where you are
offered no real choice or are coerced into
signing something you don’t fully agree
with or understand.
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XcooBee for Companies
To encourage consent at mass scale and
track opt-ins from a single place, companies
can create unlimited campaigns using
standardized data types.
You will be able to offer your reluctant
clientele

a

variety

of

incentives

to

help them jump-start or prolong their
involvement with your brand.
XcooBee will keep track of all users that
have granted their consent and serve you
with an active list.
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How can
XcooBee assist?

2. More control given to users
over their data

XcooBee assists our customers

Users will have the right to know

with data requests by giving their

whether, and how, their personal

users easy access to the reports

data is being processed, where

directly from our platform. Users

it is and for what purpose it is

can request a copy of their data

being used.

via the XcooBee portal and track
the request until it’s responded to.

They will be able to request a

XcooBee correlates the request

free, electronic copy of their

to the response to ensure for both

personal data report from any

user and business that the task

company or organisation that

was completed successfully.

collects and processes data for
their own purposes, known in

XcooBee provides its customers
with compliance reports which
include the number of data
requests

received

by

the

company, their response rate
and response time. Companies
can produce these compliance
reports directly from the XcooBee
platform.
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GDPR as ‘controllers.’

How can
XcooBee assist?
Enterprises

on

the

3. Stricter processes around
data breaches
XcooBee

Companies will be required to

platform will be able to use a set

notify their users within 72 hours

of controls to quickly inform their

of a data breach discovery, if it

users that a breach occurred.

is likely to put their rights and
freedoms at risk.

Companies will not only be
able to track those users who

The

acknowledged

processors who will be required

notification
off

but

remediation

the

breach

also

kick

workflows

to

same
notify

applies
their

to

data

customers,

or

‘controllers.’

immediately.

For example, if encryption keys
are compromised, XcooBee will
automatically replace keys for all
affected parties.

You can estimate the cost of
data breach and savings with
XcooBee tools by using our
simple Breach Cost Calculator

TRY IT
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How can
XcooBee assist?

4. Right to Be Forgotten
Also known as Data Erasure, this right

Architected

with

the

Right to Be Forgotten

enables all users to request erasure of
their personal data by the controller.

rule in mind, Xcoobee
maintains that all data,

This

including

dissemination of personal data, potentially

log

files,

request

will

cease

further

archives and backups,

notifying

has an expiration time.

processing as well.

Unless

specifically

To ensure the request is granted, the

requested by users or

subject must withdraw consent and/or the

required by law, all user

data will have to be no longer relevant to

data will be erased from

the company’s original purposes.

third

parties

to

halt

data

the XcooBee system
after 30 days.

When considering such requests, the
controllers respectively have the ability
to contrast the subjects’ rights with the
public interest in the data’s availability.
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How can
XcooBee assist?

5. Data Portability
Users will have the freedom and

All user and transaction data can

right to move their data to another

be easily and quickly exported

controller at any time.

from the XcooBee network and
transferred elsewhere.
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How can
XcooBee assist?

6. Privacy By Design
Going forward, companies will

As a global privacy network,

have to include data protection in

XcooBee was built from the

their system design, rather than

ground for privacy protection.

making it auxiliary.

Data

rules

They will do so by implementing

and transparency have been

technical and organisational data

hardwired into the DNA of our

protective measures from the get-

design.

go.

Using XcooBee, companies can

To further minimize the footprint,

now begin to implement privacy-

they will be allowed to process

by-design principles more rapidly

only the smallest amount of data

as well as bring their legacy

necessary

systems into compliance more

of tasks, and only by specially

easily.

assigned individuals.
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security,

privacy

for

the

completion

The GDPR applies to any organisation
located inside or outside of the EU,
if they offer goods or services to, or

C.

Whom does
the GDPR
affect?

monitor the behaviour of, EU data
subjects, including data processors,
such as virtual clouds. This includes
companies

located

in

the

UK,

regardless of whether the UK decides
to honor GDPR post Brexit.
Non-compliance

with

GDPR

can

result in fines up to 4% of companies’
annual global turnover, or €20 million,
whichever is higher.
The infringements, to which the
4%/20M rate applies, include not
having sufficient customer consent to
process data and violating the core
concepts of Privacy by Design.
Companies can be fined 2% of
their annual global turnover if they
don’t have their records in order,
fail to follow breach notification
rules, and did not conduct impact
assessment after a breach.
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Appointment

of

DPOs

is

required if your organization is
a public authority, or engages

D.

Does my
business need
to appoint a
Data Protection
Officer (DPO)?

in

large

scale

systematic

monitoring and/or processing
of sensitive personal data.
To qualify for this position, a
person must be appointed on the
basis of professional qualities
and expert knowledge on data
protection law.
They will also have to be
provided

with

appropriate

resources to carry out their tasks
and uphold their expertise.
The DPO will have to report to
the highest level of management,
regardless of whether they are
a staff member or an external
service provider.
They must not carry out any
other tasks that could results
in a conflict of interest.
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Part 2

How can I ensure
that my company is
GDPR compliant?
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Since the GDPR regulates the
collection, storage, use, and
sharing of personal data, you

Step 1

Determine
whether or
not GDPR
applies
to your
organization

will first need to conduct an
inventory to understand how
much of the data you collect is
personal.
Next, verify where such data
resides and then look into why it
is being collected, how it’s been
processed and shared, and for
how long it’s been retained.
This type of data will typically
reside in customer databases
and include digital assets such
as customer feedback, email
content, photos, CCTV footage,
human resource and loyalty
program records, etc.
Finally, if it belongs or in any
way relates to EU residents,
your

organisation

will

be

required to comply with the
GDPR.
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To help you ensure that your data
handling practices comply with the
GDPR, develop and implement a

Step 2

Have a plan

data governance plan.
Such

plan

should

define

your

organization’s operational policies,
key roles, and access rights to
personal data, as well as its purpose
for retention and management.
To help you be ready to respond
to data subject requests, it is
advised you adopt a classification
scheme for your data and make
it ubiquitous across your entire
organization.
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To protect personal data from loss,
unauthorized access or disclosure,
revert to strict measures and utilize

Step 3

Use the
right tools

robust technology for storage and
security.
Use the tools that are already
compliant to help you determine
the type of data you have, its age,
location and who has access to it.
You will save a lot in overhead
costs if you don’t have to build such
infrastructure yourself.
Strive for tools that give you a
unified view of user devices and
the storage estate, both virtual and
on premise.
This will help with data protection
and management, including live,
backup and archive repositories.
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How can
XcooBee assist?

Access to central logging will assist with
tracking access and the owners of the
data you haven’t been able to attribute.

With a network designed
to

safeguard

privacy,

XcooBee protects your in-

It will also enable you to gather forensic
intelligence in the event of a breach.

transit data using robust
encryption.

To further maximise compliance and
minimise

liability,

we

recommend

You will know when your

using encryption tools of data at rest

files

and in transit.

completed

transfer,

were

their
opened

and downloaded.

When

receiving

files,

XcooBee identifies the
source, helping you avoid
viruses

and

network

intruders.

The platform will never
share or sell your data.
In fact, most files and
transactions are deleted
within 30 days.
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Following the new standards
in

accountability,

keeping

Step 4

Be
transparent

and

record-

transparency,

the GDPR requires that you
document, define and disclose
how you process your data,
the purpose of data use, its
categories,

and

retention

times of various datasets.
You will have to be prepared
to disclose the identity of third
parties with whom you share
your data, including countries
that have access to the data
you collect. You will need to
present your legal basis of
such transfers, and be ready
to report organizational and
technical security measures
that were applied to such
transactions.
To ensure transparency on an
ongoing basis, it is advised
that you employ a variety of
auditing tools.
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XcooBee GDPR Processes
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Conclusion
Implementing the GDPR may present organizations with a learning challenge.
Some may lag behind in order to save costs. But forfeiting compliance for the
purpose of saving money up front, may prove even costlier later.
Companies that report annual revenue of €30M in revenue may be forced
to pay fines as high as €1.2M.Compare that to the cost of implementing a
compliance tool, such as XcooBee. For a business level subscription of a
few hundred dollars per month, you can save your company thousands, if
not millions, of euros associated with spotting non-compliance and incurring
breach expenditure.
Most software available on the market will adapt poorly to the new laws, as
most will require fundamental retrofitting. XcooBee is already compliant and
was designed to easily adapt to business environments.
All you have to do is place the platform in front of your existing software
processes and you are ready to go.
At XcooBee, we believe that in the long run GDPR will benefit not only
individual consumers but also companies.
Since online privacy knows no borders, having a standardized framework that
embraces multiple nations will help ensure that data privacy will be seamless,
its handling transparent and the world more safely connected.
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